SO THONG TIN VA TRUYEN THO
HQI TIN HQC

) ) CHU PE
BAO VE KHOI NGUY C



2

NOI DUNG .

1. M3 déc va nhirng con so

2. Ma doc, cong cu cuaa tgi pham mang
3. Nguyén nhan lay nhiém ma déc

4, Nhirng bién phap phong ngira

S ICTIONGAN



MA PQC VA NHUNG CON SO "R 0";
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Viét Nam la quoc gia c6 nguy co cao nhat 1ay nhiém

ma doc trong mang noi bo
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Nhirng bién thé ciia ma doc
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Poi twong lay nhiém
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Phwong thirc 14y nhiém
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Phwong thirc 14y nhiém

Reported Attack Sitel

This web St at www.inchusived net has been reported a3 an attack she
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Khach quan

Windows Update

“Adobe Flash Player” is out-of-date

P Some updates were not installed
"3 S s SR e % Theversian of this plug-In on your computer does
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Inord<) foune d(ﬂlﬂ'o&d an u da‘e 'fm Mm.

Coge MUD00I  Whndows Update ian inmto a peolilem. Gel deip with th evor
)
w2

Cose MO0 Windows Undate an into 8 peohilem. et 2elp with thic esror

Most verert check foe updates  T/T22015 o2 216 A Nt
Updates mere nstales: Vo at 10600 PAY [F aled)
You redeive wpdates For Windows and other praducts from Muosweft Updsie

oY Microsoft

Your computer is out of
date. We detected your browser is NOT up-to-date,

21 Wn cetect a2 your coempceer i oct o
e W 5030t 10 0 LY b Festy g
sfecs e

xﬂ Thay wil xngeovn yuu prodoctwy ond moke
\ Yout comprter 12 1o el Update hrawser

You can chack ooSey and privacy of i of Vhwut Earn bk 10 950 QRACHM Loy watipages o Cot Chaods padonm a8 Bagangs e
tore.

Qhnly airnes o Bems COMpaiin badwenn aach \
other and curront #rliod SpESG0NS I Googe Choome . Dtemet Expione Fhefox

T s ez o Ly @ 2000, M = umge (nv'\'v-:-m
¥ omisi e () O piini i ) / oyt ()

=]

ICTLONGAN

di cung i thite




NGUYEN NHAN LAY NHIEM MA POC 5 2%

S
Khach quan
WINdoWws server 2012 g2
os Hardening
- {_hecklist
Professional ' Windows 10
Windows AUTOMATIC UPDATE ADVISORY E :
Desiiop and Serve e S K
Hardening i
ICTLONGAN

i cung ot thite



NGUYEN NHAN LAY NHIEM MA POC 5 2%

Chu guan

intermet Explorer - Secunty Wamang

Do you want (o run thes software?
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X6a nhirng irng dung khong can thiét

il @ @ 547 PM

* Angry Birds
- 3‘ 1 /o & -~ ™ 4
space; Version 1.0.1

Force stop Uninstall
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Sir dung phan mém diét virus
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*Gocunry Sssontials F-Secure

Taclhas
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Ludn cAp nhat ban va phan mém, hé diéu hanh

v’ Pinh ky cidp nhat ban V& 16i phan mém, hé diéu hanh,
chuong trinh diét virus,...

v/ Nhan biét nhimg khac thuong trong qua trinh st dung:
may khéi dong cham, hé thong hoat dong khong on
dinh, ...

Check updates

A New Vergon has been releases. W recommend plu LOgrade 10 L Pesse
convact e boamse holGer i ovider SDoul the Lo ade.

8 Lpgrade 1o WLt i

) Update AT

Configre cpdats scurie Per foetn cpgrade
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An toan khi giao dich trwc tuyén

v’ Kiém tra chit “s” trén dia chi website, han ché danh cép
thong tin

v/ Két ndi an toan, ...

v’ Xac thuc manh,...
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Sir dung mit khau manh
v’ Thay d6i dinh ky
v’ X&c thuc manh: OTP, sinh trac hoc
v’ Ty Xac 1ap quy luat dé nho (a2 @; S©$; 0¢0,...)

v Mat khau dang ciu (HtATTTHThtLOng@n25/11/2016 -
Hoi thao ATTT Hoi1 Tin hoc tinh Long An 25/11/2016)

v’ Sir dung it nhat 8 ky tu bao gom Ky tu hoa, thuong, Ky tu
s0, Ky tu dac biét,...
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Han ché d:ing nhap khi sir dung wifi cong cfng
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Khong nén tin twéng tén hién thi trén email

- < ‘ .
(’M lI [ Seaich Mad sl diw Wy
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Can nhac khi tai file trén email

FromPoer»
Subject: Bae cho ARC
GGt anh bio cio ABC OF )
anh tham khao thém. Gt emanl
Thenis, T " mét ngudi quen )

Trong
nhu mot
file binh
thudng

Hién thi mot file
exel co noi
dung oy thé

M3 hoa cac thong
tn trao déi
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Can trong khi truy cap cac trang web la

Infection blocked!
Avast Web shield has blocked a threat,

Infection: URL:Mal
URL: https://cdn.fbsbx.com/hphotos-xitl/

v/
t59.2708-21/12408416_5311079504
00051_126202922 n.gif?
oh=caa7fd8a9d2cd3acfd296d00a79a
9189&0e=56C3ABEF

Process: JApplications/Google Chrome.app/
Contents /MacOS/Google Chrome

Warning: Visiting this site may harm
your computer!
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Khong sir dung phan mém bé khoa

@ Windows Loader v2.1.8 - By Daz M (GA) UltralSO KeyGen

Insstition [ profie [ 0M | Advanced options| @ € Jitra1so KeyGon

0S5 infarmation (o Prartas Gt oo Hesel
Version: Windows 7 Ultimate (x64) Registation Name
Build: 7601.wanTspl_gdr.120830-0333 T hathaatbernch com
Board: EP45-UD3P
Details: GET - (02/09/10 - v2.1)
Seriak FIGCP-4DFID-GIY49-VIBQT-HYRR2

Status: licensed ——— - T
Options Vielnsmese v | Flegtods

[ lnstall | [ Uninstall | e
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Enjoy yvour free Driver Navigator license key.
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Tuan tha cac quy dinh vé ATTT

v/ Tuan tht cac quy dinh vé van hanh hé thong, kiém tra thu
dién tir, quet virus, cap nhat chuong trinh, hé di¢u hanh,
trien Khal hé thong mang khong day,. ..

v’ Viéc cai dat cac ung dung, stra chira may tinh phai tuan
theo quy dinh cua don vi,...

v'Nang cao nhan thtc vé an toan théng tin, nhian dang cac
phuong phap tan cong dé co bién phap bao vé thich hop

v Thuong Xuyén cip nhat cac kién thirc vé an toan thong tin
qua sach bao, mang internet, bao cao chuyén ¢ ATTT

S ICTIONGAN



NHUNG BIEN PHAP PHONG NGUA 5 o0

Cap nhat kién thirc
€ () securitydaily.net

SecurityDaily & Tt Kéntnic

Microsoft

R 7ara-Nav \iilnarahili+ine

Microsoft phat hanh ban cap nhat
Patch Tuesday vé&i 5 16 héng
Zero-Day

Security Tool - l ‘

Prevent MacBook's

WebCam and Mic
from Reina Hacked | Yahoooo! Scanned |
Ma déc trén may tinh Mac Yahoo xay dung cong cu bi
iecuritydaily.net bi méat str dung Webcam va ll mat quét néi dung Email

Apple theo doi danh ba va
vi tri ctia ngurdi ding

>

»

¢  Q Search

Huréng dan Béao chi Lién hé

CHU BE NOI BAT

@R Chinh pha dién tir
g

m Dich vu an toan thong tin

«—~ 1 Tan cdng DOS/DDOS
w Tan céng APT
>~ )

@ Ma doc Ransomware
@ Giam sat an toan mang

™1 Bij hack tai khoan

(G , Bao mat thw dién to
E Bao mat website

KIEN THUC AN NINH MANG
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Cap nhat kién thirc

) Tin tdc céng nghéthéngt... X =+

€ ) ictnews.vn x Q Sec
- L 2 .;. "
|
. 4
hl.rcmg trinh “Su phu - Bé td” tai FSB FPT Shop bat ngé cho khach ddi dién thoai Samsung cii Iy may mdai

- e
g, TR

PG&i ma vang diéen thoai “Dimg du an dién hat

kién phét trién trudc “con bao” di co dinh: Bo TT&TT, cac nhan Ninh Thuan khong

dﬁng nha mang da chuan bi phai vi ly do cong nghé
B rat ky luong khong an toan”

ICTnews - Trugc xu th€ lién tuc bi suy giam do nhu cau sir
dung dién thoai di dong ctia nguol dan tang cao, chinh sach
ctia Viét Nam ludn tao diéu kién dé€ dién thoai ¢ dinh duy tri
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Cap nhat kién thirc

@) Kién thirc céng nghé khoa... X -+

€ (O | quantrimang.com c C® 5earch
L]
vantrimang
Kién thie - Kinh nghiém - Héi dap

@ Trangcht [Z]l Cong nghé & Khoahoc [ Piénmay (& Cudcséng HE Video (@) Ungdung @§ iPhone/iP

) céng nghé

Ung dung

1 Hé théng

¢4 Game - Tro choi

iPhone / iPad
& Android .
© Wwindows Phone Cach ngan chan hinh anh .SVG chira ma déc mai trén
o g —— Facebook

Chup anh - . e X
& ‘Chupsnh - Quay p Internet 12M chi 150.000d >
l; Phan Cl:l'ng K.M3i Internet C4p quang siéu tdc 12M chi 150K, Mién phf WIFI 4 port Truy cap vao fibervnnamy/K_mai_internet

Tha thuat SEO (D oigasasGoogle Quanly ) ( Mang ) C May co mang )
S Kién thirc co ban Coéng nghé
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