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Tinh hinh ATTT va Cac xu hwéng tan céng mang

® Téan céng cé muc tiéu:

O

O

O

Tan céng APT BlackEnergy vao linh vwec ndng lwong cta Ukraine cudi 2015-2016 (*),
Poseidon (B6 Dao Nha, tAn cdng cac may PoS va ma déc dwoc “may do” riéng) (*),
Hacking Team (Y) - t6 chirc chuyén ban cac céng cu do tham mang cho cac td chirc /
chinh phu bi hack va 400GB di liéu bi phat tan Ién mang qua chinh tai khoan Twitter
cua cong ty, (¥)

BLOCKBASTER bé&i Lazarus Group (Triéu Tién, tn céng Sony Pictures ndm 2014),
10 bénh vién mang MedStar bi ma déc ma hoa di¥ liéu (chi duy nhat mot bénh vién &
California da trd 17.000 USD dé 14y khoa giai ma),

mot loat cac tAn cdng vao nganh cdng nghiép dau hoa cuda Iran,

Xdedic - tAn cong APT kiéu APT-as-a-Service
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Tan cdng c6 muc tiéu

(7~ Spearphish Ban dau st dung
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; spearphishing voi
cac macro trong
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NE - . Word co trojan
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Tan céng c6 muc tiéu

Poseidon’s Targeted Attacks
Malware Boutique

The targets of the Poseidon cyberespionage group

¥ Energy ¥ Financial M Govemmental & Public relations o Manufacturing @& Natural £+ Services
and utilities institutions and media resources
' Russia
: The United States B LT L O ° Kazakhstan
English and Portuguese ° 5 ®
| France \\‘. & /

The first ever Brazilian \

Portuguese speaking ‘ ?
targeted attack
campaign

Evolving their toolkit
since at least 2005,
active at this time

I © 2016 Kaspersky Lab

Brazil
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Tan cong co muc tieu A spyine




Tinh hinh ATTT trén thé gi&i:

® TO6i pham mang:

O

O

Adwind RAT (Remote Access Tool) hoat ddng theo kiéu Malware-as-a-Service,

Ransomware-as-a-Service (RaaS) nhw Shark hoac CerberRing RaaS ring (161 campaign
va tang ma&i 8 campaign m&i ngay, nhidm khodng 150.000 ngudi trén 201 qudc gia (ngudn: CheckPoint, 08/2016)) (*),
Céc hiém hoa tan céng vao ngan hang: 2 nhém cuép ngan hang kiéu APT 1a Metel &
GCMAN s dung Carbanak 2.0 (2015, 29 t6 chirc tai Nga bi nhiém, trém tién ngan
hang v&i 4 kiéu phd bién: online banking, e-payment, diéu khién cac may ATM, thay
dbi s6 dw tai khoan) (*), Buhtrap gid mao FinCERT tan céng vao ngan hang trung
wong Nga, tAn céng vao ngan hang trung wong Bangladesh va chuyén 20 triéu USD
dén Sri Lanka, rat tién déng loat 200 tram ATM tai Nhat, Ira nguoi

Xdedic - tAn cong APT kiéu APT-as-a-Service

Ban dau gia “vi khi tAn céng mang” ctia Equation group (*) — mét nhém hacker duoc
cho 1a canh tay ndi dai ciia NSA (National Security Agency — Hoa Ky)

\4
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Tol pham mang

(http://blog.checkpoint.com/20
16/08/16/cerberring/)

vy W
S 3 [
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)]

Victims Bitcoin wallets

Each victim sends funds to
a unique Bitcoin wallet

Author creates Ransomware
and recruits affiliates

O 0} © © (0, (04 © (O]
$730,749 i | $20,743,692
R : (0 $10,075,220 (>
Bitcoin Mixing Service
$35,559,600
Tracks funds anonymously
$31,437,120

Payments are delivered to

Affiliates Wallets the original Malware author

Automated tools distribute

affiliate shares i i i
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Tol pham mang

How the Carbanak cybergang stole $1bn
A targeted attack on a bank

1. Infection 2. Harvesting Intelligence 3. Mimicking the staff
Intercepting the clerks’ screens How the money was stolen

Carbanak
backdoor sent
as an attachment

Bank E-payment systems
employee Mon( transferred

g Emails
with exploits transfer Inflating account bal
ﬁ Credentials Systems The extra fu

stolen via a fraud

100s of machines infected

in search of the admin PC \\ Controlling ATMs

: Orders to dispense cash at
g g g 8 g g o g\ (Jl(‘-d\'"(((‘!r)]‘.l'ﬂ d time ‘
O 0O 00O 0O @
G o G N RN iy
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Tol pham mang

Hacking group claims to offer cyber-weapons

in online auction
eDLA

Shadow (moi
Qioi) da noi
réng cac
cbng cu ban
dau gia sé
“tot hon
Stuxnet”

(http://www.reuters.co
m/article/us-usa-cyber-
auction-
iIdUSKCN10Q29W)
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Tinh hinh ATTT trén thé gi&i:

® Hack: n& ré trong théi gian gan day. Cac vu viéc maéi nhat trong 2016:

o

o

o

5/5/2016: cdng bd mét vu hack I&n nhat trong cac nam gan day nhwng khéng ai biét
va canh bao

31/5/2016: Hack MySpace va rao ban 427 triéu tai khoan kém theo mat khau
5/6/2016: 171 triéu tai khoan ctia VK.com bij trdbm bé&i hacker

9/6/2016: M6t hacker rao ban hang triéu tai khoan Twitter

13/6/2016: hacker rao ban trén dark web 51 triéu tai khoan chia sé file

15/7/2016: dién dan cta Ubuntu bi hack khoang 2 triéu ngwdi ding

8/8/2016: Oracle diéu tra trich xuat di¥ liéu & bd phan point-of-sale ctia Micros

18/8/2016: hang triéu ma khoa cla trd choi Steam bi mét sau khi hacker trich xuét
trang web

22/8/2016: Dién dan cla Epic bj hack lai mét 1an niva, va bi trdm hang ngan tai khoan
dang nhap

1/9/2016: Hacker trdm 43 triéu tai khoan cua Last.fm
6 thang dau 2016: 974 vu va trdm khoang 554 triéu record di liéu \"4
n
C
=
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Tinh hinh ATTT trén thé gi®i:

®© Ma déc tdng tién Ransomware dang bung phat trén trong nam 2016,
tang rat nhanh vé sé vu va chiing loai. Cac bién thé m&i nhw Locky,
Troldesh (Encoder.858), ma déc ma hoa toan b6 dia Petya thay cho ma
hoa file hién nay, ransomware trén thiét bi di déng, ... Theo FBI, wéc
doanh thu tich luy trong 3 thang dau nam la hon 209 triéu USD.
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Ma doc tong tien Ransomware

73V3IN

—HYDRACRYPT

. Cac chung
— POWERWARE Ioal
_TESLACRYPT 3.0 ransomware

—TESLACRYPT 4.0 & 7 « X
cac bién
~JIGSAW 2 ,
RYPTOWALL —TESLACRYPT HIDDEN TEAR ~TESLACRYPT 4.1 th e th €0 cac

RANSOMLOCK < .
REVETON OCKSCREEN | | CHIMERA ~CRYPTXXX 1.0 nam (nguén: Red
Alert)

—CRYPTODEFENSE ~ TESLACRYPT 2.0

BUCBI

2013 2014 2015 L 2016
TOX RYPTMIX  ENIGMA

"“RAUS"’ FRYPTxxx 20 CRYPTXXX 3.0
Q 0 0

VIRLOCK RYPTVAULT JEV3N-HONEST  syuuiN

MALOCK
DOGSPECTUS
OCKDROID TBLOCKER DMA LOCKER

TORRENT
LOCKER TRUECRYTER

CRYPTOLOCKER

-CRYTOBIT

—CERBER

L CRYPTOHOST

“ROKKU

—PETYA

— KERANGER

—RADAMANT

-mmOZ<

—LOCKY
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Tinh hinh ATTT trén thé gi®i:

© Ma déc van tiép tuc lan tran, la cdng cu tan cdng APT, ransomware,
phishing, ... Chau A - Thai Binh Dwong |a khu vwc nguy co cao nhét

vQi tai 5 nwdc Pakistan, Indonesia, Bangladesh, Nepal, Vietham
(ngudn: Malware Infection Index 2016, Microsoft)




Malware Infection Index

Once Microsoft identifies new malware threats, malicious strains are investigated to understand their risks, origins and
engineering, and how widespread their impact is. Here's a snapshot of the threat landscape in the region.

i
TOP _marl_(_Ets It takes an average aeced s
in Asia Pacific ur.1der of 200 days for
malware threats: organizations to find

out they have been

Ranked by number of malware detections

based on counts of machines victims of cyber >
pakistan & Elacle CH rJ
Indonesia pmm -
Bangladesh
Nepal 3
Vietnam * Top 3
Philippines P> Encountered
Cambodia - Malwa re
India e Gamarue
Sri Lanka Skeeyah
Thailand = Peals
Malaysia ‘ Major Cyber Attacks
Singapore

Taiwan

China

Short for malicious software like Gamarue, Skeeyah and Peals, designed to cause damage
to a single computer, server, or computer network, whether it's virus or spyware.

Hong Kong

Australia An attempt to make an online service unavailable by

overwhelming it with traffic from multiple sources.

C
|
*
*
e -
* .
Korea n
New Zealand =~
u A crime in which an imposter obtains key pieces of personal information in order

JETSED]
to impersonate someone else and gain access to sensitive data online

SISt

© HEEEHEHEEHEHEEHOOEODQDOQQOR

Cyber Security Tips for organizations

=y =1 2y

Data classification, access and
Use only genuine, current and Safer Internet practices identity management, encryption
updated software. and internal IT policies. and multi-factor authentication.

c’ Be comprehensive on cyber security C.

business processes; organizational For next-generation IE
Use robust and tru;ted practices and suppliers, vendors, cybersecurity and data protection
anti-malware solutions. customers - not just your technalogy. - choose a Trusted Cloud provider.

To find out more abaut how Micrascft is fighting malware, please visit
Meet Microsoft's cybercrime fighters in Asia in our feature:

——

Nguén:

Malware Infection Index 2016
highlights key threats
undermining cybersecurity in
Asia Pacific: Microsoft Report

(https://news.microsoft.com/apac/2016/0
6/07/malware-infection-index-2016-
highlights-key-threats-undermining-
cybersecurity-in-asia-pacific-microsoft-
report/#sm.00074sxz219bse97yppl9jzo
elwle)
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Tinh hinh ATTT trén thé gi®i:

® Tan céng DDoS gia tang:

o TA&n céng vao Akamai — nha cung cap hosting, st dung kiéu tan cong DDoS-as-a-
service voi lwu lwong dén 1100 Gbps (23/9/2016);

o Cac kiéu tAn cdng mai: khai thac giao thirc DNSSEC; dung tinh ndng pingback cta
WordPress; sir dung hé tro clia cac botnet, sir dung cac thiét bi loT; ...

o Thdng ké clha Kaspersky trong quy 2/2016:
+ 70 qudc gia co tan céng DDoS
+ 77,4% tai nguyén phuc vu tan cdng dwoc dat tai Trung Qubc
+ Trung Québc, Han Quéc, Hoa Ky dan dau vé sb lwong va sé muc tiéu tan cong
+ Cudc tn coéng dai nhat vai thoi gian 1én dén 291 gid (12,1 ngay)
+ 70,2% cac tan cbng phat hién dwoc dwoc phat ddng b&i botnet Linux
+ C4c kiéu tAn céng phd bién: SYN DDoS, TCP DDoS, HTTP DDoS

o Ma ngudn st dung loT dé tan cong DDoS da dwoc phd bién ra cdng dong




Tan cong DDoS
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Sb lweng cac tan cong DDoS Q1-Q2/2016 (ngudn: Kaspersky,)
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Tan cong DDoS
® 10 qudc gia bi tan cdng DDoS cao (chiém 97,3%)
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Tan cong DDoS

® 10 qudc gia xuat phat tan céng DDoS cao (chiém 94,3%)
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Tinh hinh ATTT trén thé gi&i:

® Tén cdng khai thac cac 16 hdng bao mat da céng bd gia tang: binh
quan mdi ngay co trén 1 triéu tan cdng vao céac trang web; gan 75%
cac trang web khong va 16i kip thoi cac 16 hdng bao mat méi; méi tuan
phat hién mot 16 héng zero-day mOi (nguén 2016 internet Security Threat Report, Symantec),
trén 100 triéu xe 6t6 cua tap doan Volkswagen bi 16 hdng cé thé khai
thac; trén 840.000 thiét bj Cisco cé thé bi khai thac b&i cbng cu cua
NSA; 5 16 hdng bao mat dwoc tim thay cung luc trong management
console cua EMC;
+ Tan cong tim cac 16 héng bdo mat dé san tién thwdng cda cac hang
Cisco, Google, Facebook, ...
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Khai thac 16 hong bao mat

Ty I& khai thac 16 hdng trén cac (rng dung dé tan cong
(nguén: Kaspersky, Q2-2016)

Adobe Reader, 1%
Adobe Flash Player, 6%

Android, 24%




Khai thac 16 hong bao mat

Over 100 Million Volkswagen Group Cars
Vulnerable to New Car Key Hack

Researchers recommend car owners to fall back on mechanical locks and thus leave
the remote keys aside

Céng cu tén céng réat
ré tién va thuc hién
qua xam nhéap qua
két noi vo tuyén da
ma hoa trong khoang

cach 90m
(http://news.softpedia.com/n
ews/over-100-million-
volkswagen-group-cars-
vulnerable-to-new-car-key-
hack-507225.shtml)

A team of researchers from the University of Birmingham, the UK, have
iscovered two new vulnerabilities that allow an attacker to create copies of

d
. authentic car keys used by the Volkswagen Group.
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Tinh hinh ATTT trén thé gi&i:

o Data Breach — Trom di¥ liéu: 81% t6 chirc bi sw cd mat di¥ liéu. Trong
cac dir liéu g&i ra ngoai, 30% la dir liéu vé thé tin dung (credit) va
25% la dir Iiéu nhay cam cua ca nhan (ngudn: CheckPoint Security Report 2015). M('_it Sé
sw cO gan day:

o 14/09/2016: Trang web cua Donald Trump vé tinh bi rd ri di¥ li€u ca nhan cla cac

thye tép sinh (http://motherboard.vice.com/read/donald—trump—website—leaked-interns—personal—data)

o 13/09/2016: Hacker trdom mat khau trang EurekAlert!, rd ri tin tirc cAm van

(http://motherboard .vice.com/read/hacker-steals-passwords-for-science-site-eurekalert-Ieaks-embarqoed-news)

o 07/09/2016: Trdm dir liéu cia Dai hoc Alaska lam 16 théng tin cla sinh vién

(httD://WWW.scmaqazine.com/universitv-of-alaska-breach-mav-have-exposed-student-info/article/520975/)

o 05/09/2016: Ngwoi khdng 16 Internet Rambler.ru ctia Nga bi hack, 98 triéu tai khoan

bl tr(f)m (httD://WWW.zdnet.com/articIe/russian-portal-emaiI-Drovider-rambler-hacked-98-miIIion-accounts-Ieaked/)

o 05/09/2016: Trung tdm Y té Tw nhan Al Zahra & UAE bi hack
(https://www.databreaches.net/uae-al-zahra—private-medical-centre-hacked/)
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Tinh hinh ATTT trén thé gi&i:

+ Cac sw cb Data Breach (tiép):

O

19/09/2015: 324.000 thé thanh toan bi trdm va tung Ién mang t&r 2 thang nay
(https://nakedsecuritv.sophos.com/2016/09/19/324000—Davment—cards-breached—cws—included—source—stiII—unknown/)
01/09/2016: hacker trdm trén 43 triéu tai khoan cua Last.fm tir nam 2012
(http://www.zdnet.com/articIe/hackers—stoIe—43—miIIion—Iast—fm—account—detaiIs—in—2012—breach/)

01/09/2016: Khach san Kimpton théng bao bi trém dir liéu
(http://krebsonsecuritv.com/2016/09/kimpton—hoteIs—acknowledqes—data—breach/)

31/08/2016: Hacker trém 68 triéu tai khodn gébm cac dia chi email va mat khau da
hash cla Dropbox (http://arstechnica.com/security/2016/08/dropbox-hackers-stole-email-addresses-hashed-

Dasswords—68m-accounts/)

30/08/2016: Khach san SilverLand cla Viét Nam dé 16 théng tin thé tin dung cla

khach ha ng ( https://www.databreaches.net/vietnamese-hoteI-Ieaves-customers-credit-card-data—exposed-online/)

29/08/2016: 1,7 triéu nguwdi dung Opera dwoc yéu cau dbi mat khau vi bj trdm

(httD://www.tripwire.com/state-of-securitv/latest-securitv-news/1-7m-opera—svnc-users-encouraqed-to-reset-all-passwords-folIowinq-breach/)

27/08/2016: Hacker trom 2,9 triéu thé credit |1a con trai cia moét luat sw

(http://arstechnica.com/securitv/2016/08/hacker-who-stole-2-9-miIIion-credit-card-numbers—is-russian-Iawmakers-son/)
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Tinh hinh ATTT trén thé gi®i:

® Cé&c hiém hoa trén di ddng gia tang:
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+ Ma déc viét cho di déng

+ Trojan SMS (tan cdng tai khoan ngan hang ctia nan nhan) nhw
Trojan-Spy.AndroidOS.SmsThief.ay

+ Banker trojans (Trojan-Banker.AndroidOS.Binha.d

+ Ransomware trojan
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cai dat cd ma déc
du’qc phat hién
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Hiem hoa trén di dong
Phan bé ma déC di d(“)ng moi theo |Oai1 (nguén Kaspersky Q2 2016)
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Hiém hoa trén di déng
® 20 ma doc trén di ddng phd bién Nhat (ngusn: Kaspersky, Q2-2016)

% of
Name attacked

users*
1 DangerousObject.Multi.Generic 80.87
2 Trojan.AndroidOS.lop.c 11.38
3 Trojan.AndroidOS.Agent.gm 7.71
4  Trojan-Ransom.AndroidOS.Fusob.h 6.59
5 Backdoor.AndroidOS.Ztorg.a 5.79
6 Backdoor.AndroidOS.Ztorg.c 4.84
7 Trojan-Ransom.AndroidOS.Fusob.pac 4.41
8 Trojan.AndroidOS.lop.t 4.37
9 Trojan-Dropper.AndroidOS.Gorpo.b 4.3
10 Trojan.AndroidOS.Ztorg.a 43 _ .
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Hiém hoa trén di déng
® 20 ma ddc trén di ddng phd bién nhat: (tiép)

% of

Name attacked

users*

11 Trojan.AndroidOS.Ztorg.i 4.25
12 Trojan.AndroidOS.lop.ag 4.00
13 Trojan-Dropper.AndroidOS.Triada.d 3.10
14 Trojan-Dropper.AndroidOS.Rootnik.f 3.07
15 Trojan.AndroidOS.Hiddad.v 3.03
16 Trojan-Dropper.AndroidOS.Rootnik.h 2.94
17 Trojan.AndroidOS.lop.o 2.91
18 Trojan.AndroidOS.Rootnik.ab 2.91
19 Trojan.AndroidOS.Triada.e 2.85
20 Trojan-SMS.AndroidOS.Podec.a 2.83
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Hiém hoa trén di déng:
Phan bo l1ay nhiém ma ddc di ddng: (nguén: Kaspersky, Q2-2016)

® -

B <3% D 3.1-5% 5.1-10% 2 10.1- 15%

- 151 379/
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Hiém hoa trén di déng
S6 lwong Trojan mobile banking dwoc phat hién (nguén: Kaspersky)
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Hiém hoa trén di dong

Phan bd s6 nguwdi dung bi tan cdng b&i mobile banking (ngusn:
Kaspersky, Q2-2016)

—_d

—
P -

i Bl <0.1% 99 0.11-0.2% 0.21-03% 98 0.31-05% M 0.51-1.6%
2016 AD Kaspersky Lab, A I?v||f- Resarvad
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Hiém hoa trén di déng

SO lwong phan mém cai dat cho di dong co trojan-ransomware
(nguén: Kaspersky, Q2-2016)
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Tinh hinh ATTT trén thé gi®i:
® C&C Server &

botnet: Han
Quéc van ding “%
dau trong cac B

nwoc co sO —

lwong may chu

C&C va sv
vwon Ién vi tri
th&r 2 cua
Triung Quoc
trong thoigian

gén day: (nguén:
Kaspersky Q22016)

China, 8.1%

N South Korea, 69.6%




Tinh hinh ATTT trén thé gi®i:
® Tan céng bang email cé dinh kém file/ma doc: van la

phwong phap tan cdng chi yéu véi cac kiéu fake e-mail,
phishing email, ...

— Phan bd cac qubc gia
bi tan céng badi email cé
ma d@c

(ngubn Kaspersky, Q1 2016)

Other, 20.04%

Canada, 1.16%
Switzerland, 1.19%
Vietnam, 1.25%

— S China, 9.43%
Hong Kong, 1.27%

Spain, 2.04%

Austria, 2.51%

France, 3.53%)

Japan, 4.29%

Brazil, 7.35%

Italy, 6.65%
Great Britain, 4.81%




Tinh hinh ATTT trén thé gi&i:

® Xu hwéng loT — Internet clia van vat sé phat trién nhanh chong trong
thi gian t&i va kém theo d6 1a khai thac cac 16 hdng trén céac thiét bi
loT vén khé nhan dién va kiém soat hon & mdrc dd6 ngwdi dung
5 moi quan tAm vé bao mat cho loT:

Sw riéng tw: 90% thiét bi thu thap it nhat mét théng tin vé nguwdi dung

Xac thwe khdng di manh: 80% khéng yéu cdu mat khau da do phire tap

M3 hoda & tdng van chuyén: 70% thiét bi st dung cac dich vu mang khéng ma hoa

Giao dién web: 60% c6 van dé véi giao dién ngwdi dung nhw cross-site scripting

thwdng trwc, quan ly cac session nghéo nan, théng tin mac dinh ban dau yéu

o Phan mém khéng an toan: 60% khong st dung méa hoa khi tai cac ban cap nhat

O O O O

vé
= Pay |4 van dé |&n cua twong lai gan
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Tinh hinh ATTT trén thé gi&i:

loT dang la moi
nguy lén vé bao

Six out of 10 devices that 80(%) A 0 « K .

provide user interfoces of devices olor\g with thair mat, 70 /0 thlet b!

were vidnerable fo o range i
clovd and mobile

of issves such as persisont oopJ'col S IoT th u,o,ng d l:l ng

XSS and weck credentiols el .
failed fo require passwords

900/0 of a sufficient complexity nhat co 16 hc“)ng

and length

of devices collected ot nhU’ mét khéu an

least one piece of

personal information via tOén, Vén dé V‘é mé

the device, the cloud or

its mobile application hOé, thléu CéC phén
guyeén chi tiét cho
” nguwoi dung (nguén
70% Fortify - HP Enterprise
70% el Sccurity Products,
of devices used B e o http://www.cmswire.com
s - o sehspeduingy  /cs/internet-of-
things/top-5-internet-of-
things-security-
concerns-026043.php)
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Tém tat tinh hinh ATTT trén thé gi&i:

O]

Xu hwéng dich vu tdéi pham mang gia tang véi cac kiéu
APT/DDoS/ransomware/malware/crime-as-a-service;

Céc tan cdng mang khéng chi trong linh ve kinh té ma co
muc tiéu chinh tri cla cac quéc gia

Cac hang bao mat va cac chinh phu c6 sw hop tac.
Dw an “No More Ransom” do Canh sat Ha Lan, cadnh sat Chau Au
(Europol), Intel Security va Kaspersky Lab tao c6ng cu gidi ma mét sé

ransomware va hd tro 2.500 ngwdi khéi phuc lai div liéu ctia ho (1711072016,
http://www.zdnet.com/article/these-free-ransomware-decryption-tools-have-rescued-data-from-2500-locked-

devices/)

Céc thiét bi / 'ng dung khdng duoc kiém soat hét va tiém an
nhiéu nguy co

DarkNet / Deep— thé gi¢i ngam cla tdi pham mang ¥

T‘
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Tinh hinh ATTT tai Viét Nam:

O]

Xuat hién nhiéu cudc tan cdng cé chu dich, dién hinh 1a tan
céng vao Vietnam Airlines, tan cdng cac bao dién t&r gan day:;
Ma doc tong tién (Ransomware) tiép tuc gia tang va phat sinh
nhiéu bién thé m&i, hau hét I1a ma hoa di¥ liéu khéng thé pha
ma. Nhiéu phan mém chdng virus khdng phat hién dwoc cac
ma déc dang nay

Sw ¢ trém cap tién t tai khodn cta khach hang
Vietcombank va sau do la diém yéu trong thiét ké cla Smart
OTP cua Vietcombank

Sw ¢d link an trong website clia cac td chirc, ké ca cac co
quan Nha nuodc
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Tinh hinh ATTT tai Viét Nam:

©

Tan céng bang cac mang bot tdng manh. Trong nam 2015,
1.451.997 Iwot dia chi IP bi nhiém ma doc botnet va bi diéu khién
b&i cac may chi C&C qubc té

Xu hwéng st dung cac mang xa hoi dé phat tan ma doc, ltva dao
tring thwdng, mao danh, danh cap théng tin, ... dang gia tang

Céac rng dung ddc hai trén di dong chwa duoc kiém soat, mdi nguy
cho ngudi dung Viét Nam von chwa quan tdm nhiéu dén bao mat
Thuw rac, tin nhan rac tiép tuc tdng manh, chwa cé bién phap khac
phuc hodc han ché. Viét Nam 1a nwdc co ty 1& phat tan thw rac cao.

Céc tan coéng vao cac td chirc/ ca nhan tai Viét Nam thwdng co lién
quan dén céac van dé chinh tri;
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Tinh hinh sw co tai Viét Nam:

S liéu sy cd ATTT cac nam qua va 6 thang 2016, s liéu cia VNCERT:

Phishing 2,469 1,458 5,898 8,758
Deface 19 340 770 1,603 8,291 8,850 77,160
Malware 8 13 852 2,142 10,037 16,837 41,712
Sw ¢b khac 11 17 165 8,400 1,451,997

Téng 271 755 2,592 6,379 28,186 1,483,582 127,630
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Tinh hinh ATTT tai Viet Nam:

Cac sw co PDM tai Viét Nam 2012-2016
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Dam bao an toan
cho cac He thong
Cong nghé Thong tin
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Pam bao an toan cho cac hé thong CNTT

@ Cac co s¢& phap ly da dwgc quan tdm xay dwng va ban hanh trong
thdi gian qua:

» Cac luat: Luat An toan théng tin mang, Luat CNTT, Luat hinh su, ...

» Céc quy dinh vé quan ly cung cap, s& dung Internet va thong tin mang,
vé chong thw rac;

> Nghi quyét vé xay dwng chinh phu dién tl va giam sat an toan théng
tin;

> Quy dinh diéu phdi cac hoat ddng mang lwdi (’ng cru sw cd mang

> ...
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Dam bao an toan cho cac hé thong CNTT

® Cac co quan quan ly Nha nwdc vé An toan Théng tin
1. B6 Théng tin va Truyén Théng
» Cuc An toan Thong tin
> Trung tdm Ung clru Khan cap May tinh Viét Nam (VNCERT)
> Cac S& Théng tin va Truyén thdng cla 63 Tinh, Thanh phd
2. B6 Céng An:
» Cuc An Ninh Mang
» Cuc Phong chéng t6i pham Céng nghé cao C50
3. B4 Quéc phéng:
> Cuc Céng nghé thdng tin — B Tdng Tham muwu
4. Cac co quan Trung wong, cac B6 - Nganh:
» Cac Trung tam C6ng nghé thong tin




S Mé hinh quan ly nha nwérc

trong hoat dong ATTT & Dieu phoi - 'ng ctru

Phéi hop Phéi hop

DBau mdi diéu phbi

Quan ly nha nwdc &ng clru sy co
vé ATTT, chong thw o
rac,thanh Kidrm ir3 TDUhtrt‘)a,p thong tin,
vé dam bao ATTT Cil DR e

Phét trién mang lwoi
CSIRT

Khoéng gian
mang quéc gia”~ - . .
p. . -

. . Didu phéi (g clvu khan cap A .

iép h
(VNISA,

L \4 AIP, VINASA...
Cac’: SO 'I:TTT, Co s6 ha
cac nganh tang thong
n trong yé
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Mang lwéi Diéu phoi Sw co ATM quoc gia

(124 thanh vién t6 chirc, 505 thanh vién ca nhan)

Cac CERT cac qubc gia =

Cac t8 chirc qudcté hop tac
vE ATTT: APCERT, IMPACT,  ei—————-
FIRST, ...

Cac CSIRT cac tap doan,

cong ty *

Cac don vi
ATTT O THONG T
TRUYEN THO

VNCERT —
CO QUAN BIEU PHO

|

Cac thanh vién
tw nguyén

Cac don vi
ATTT

e

[r—— VNPT

e Viettel

i FPT
WTC

Wan phong Trung wong
BPang

#=  Van phong Qudc Hbi

- Cac Trung t8m TT cla cac B, P Vin phang Chinh phi

- Cac S TTTT cactinh, thanh phd

- Uy ban Dén téc

e Mgaén hang Nha nuwdc

Vién Khoa hoc va Cong

nghé Vit Nam

16 Bd: MoFa, Maol, MoF,
MT, MoC, MoET,
MoARD, MolT, MoPI,
MoH, MoST, MoMRE,
MIC, MoH A, MoLISA,
MoCST

Y L]

BEIS CMC Infosec
Ky higu:

Thanh viégn bt budc

Bau mai digu phdi

* 63 S& Thing tin va
> Truyén thang tinh,
thanh phé

Misoft

~ Phdihop

Thanh vign tuw nguyén

\."/
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i sw co ATM

huyén gia/ Doanh

nghiép ATTT/ CERT
CSIRT trong va ngoai
nwéec...
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oat dong dam bao ATTT cua VNCERT

® Chudi hoat ddng ddm bdo ATTT mang qudc gia :

~ Canh Ung ctru
bao o]gfo kKhan cap

@ Cac hoat dong dam bao ATTT cua VNCERT:
> Diéu phdi irng ctru rng clru s cd, tAn cdng mang;
> Giam sat, phat hién, canh bao vé sw co, 16 hong, ma ddc, botnet, APT va
cac tan cong mang khac;

> Kiém tra, ra quét 16 héng, ma doc va danh gia mwc do ATTT cho cac hé
thong thong tin;

Phan tich, diéu tra ma ddc va hwéng dan phong chong, xt ly;
T6 chire dao tao, huan luyén, dién tap vé an toan thong tin mang;

Tw van té chirc hoat ddng cac dodi irng ctru s ¢b mang, tw van vé giai
phap, chién luvgc, ké hoach, dw an bao dam ATTT mang;

Hb tro ngan chan, han ché thw rac, tin nhan rac;
Cung cap cac dich vu vé an toan thong tin mang.

YV V V

A\

>

| 4am0 2 <
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Cac hoat dong khac

Hop tac quoc tée

@ Thanh vién chinh thirc cua APCERT (Asia Pacific CERT) (ttr 2008)

® Hop tac véi cac CERT cua cac nuwéc: thoa thuadn hop tac voi
JPCERT/CC (2009), KISA (Korea Information Security Acency)
(2009), B& Vién théng va Internet Lao (2010); phdi hop chat ché véi
USCERT, TWCERT, CERT-Brazil, ....

© Phdi hop v&i cac t6 chirc KISDI (Korea Information Society
Development Institute), Microsoft, Google, ... va cac hang chuyén
vé bao mat nhw IBM, HP, Fortinet, ...
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ac hoat dong khac

Tham dw thwérng xuyén cac Dién tap quoc té hang nam

Chuong trinh dién tap g;(: Thanh phan tham gia

- 20 quoc gia thudc vung lanh tho AP
Thang 3 - VNCERT
- Mang luéi Ung ctru su c6 quoc gia

Dién tap quoc té
APCERT

- 11 qubc gia
Thang5 - VNCERT
- Mang luéi Ung ctru su co quoc gia

Dién tap quoc té
ASEAN — Nhat Ban

- 10 qudc gia va cac nude d6i thoai
Dién tap quoc te ACID  Thang9 - VNCERT
- Mang luéi Ung ctru su ¢6 quoc gia
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ac hoat dong khac

© Kiém tra, ra quét 16 hdng, ma doc va danh gia mirc dd ATTT cho
cac co quan Nha nwérce:
- Nam 2013: Banh gia AT cho 82 trang Cong/Trang thdng tin dién ti
- Nam 2014: Banh gia AT cho 116 trang Céng/Trang thdng tin dién tr
- Nam 2015: Banh gia AT cho 116 trang Céng/Trang thong tin dién tlr
- Nam 2016: Banh gia AT 83 Cong/Trang TTDT (Panh gia mac
chuyén sau: 30 Céng/Trang, danh gia mrc co ban 53: Céng/Trang)

® Phan tich, diéu tra ma ddc va hwéng dan phong chong, xir ly

® Dao tao, huan luyén, dién tap ve an toan théng tin mang
+ D& an dao tao phat trién ngudn nhan lwc vé ATTT (dé an 99)
+ T chuire dién tap qubc gia hang ndm vé ATTT

© Panh gia va chirng nhan san pham an toan théng tin

® H6 tror ngan chan, han ché thw rac, tin nhan rac

\Y
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Giai phap Dam bao an toan théng tin mang

© Nang cao nhan thirc vé an toan théng tin cho toan thé té churc,
doanh nghiép:
> Thay dbéi quan diém cla cép lanh dao
> Tap huéan, dao tao nang cao nhan thirc an toan bao mat thong tin cho toan
bd nhan vién va cac cap quan tri trong doanh nghiép, trong té chirc
> Thir nghiém, dién tap cac kiéu tan céng gia vao doanh nghiép
® Uu tién ngan sach (budget) cho cac hoat dong vé ATTT:
> Hoat déng dau tw trang thiét bi, cdng cu, dung cu, giai phap

> Chi phi cho cac hoat ddng thwdng xuyén vé ATTT: lwong cho chuyén gia
va doi ngd lam ATTT, cac hoat dong dao tao — van hanh,

> Céc hoat dong danh gia, huan luyén, dién tap vé ATTT
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Giai phap Pam bao an toan théng tin mang
© Nhan swve ATTT:
> C6 doi ngl chuyén vé ATTT
> Tao diéu kién cho nhirng ngudi lam ATTT tham gia cac khoa dao tao
chuyén mon va chuyén sau, cac héi thao, dién dan chuyén mon
> Thanh Iap Déi Ung ctru Suw cb6 Bao mat CSIRT (Computer Security Incident
Response Team) riéng clia doanh nghiép, t6 chirc
> C6 co ché thu hat, gilr chan ngudi gidi vé ATTT
® Xay dwng, ap dung cac quy trinh, quy dinh hodc chuan québc té
vé ATTT:

> Xay dwng hé thong ISMS (Information Security Management System) va
ISO 27001

> Xay dwng céac chinh sach vé ATTT, cac quy trinh van hanh — bao vé — phat
hién — ngan ngtra tai dién — phan ng khi c6 sw co

> Xay dwng ké hoach duy tri kinh doanh lién tuc BCP (Business Cagtinuit

~N ~ K
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Pam bao an toan cho cac hé thong CNTT

Cac DV Tang cwong

. Cac DV . Cac DV .
Khac phuc Sw co6 Ngan ngwa Sw co6

« Xr ly Sw cb

« Diéu phbi

« ng ctvu Sy cb tai chd

« H6 tro t'ng cru sw cd

« Diéu tra s6 may tinh

« X ly nhan cong

—

» Cung cap théng tin lién
quan dén bao mat

« Xt ly théng tin 16 hdng

» Phat hién Sy o / Tinh
hudng Bao mat

« Khao sat xu huwéng ky
thuat

« Danh gia / kiém tra bao
mat
« Phat trién céng cu bao
mat

Chat lwong Bao mat
« Phan tich / danh gia rui
ro
. Qhuén bi va slra ddi cac
ké hoach duy tri kinh
doanh, khéi phuc tham
hoa

« Tw van bao mat

« Cac hoat dong gig'\o d‘uc/
dao tao / hwéng dan vé
bao mat

* Danh gia / Chirng nhan
san pham bao mat
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Dam bao an toan cho cac hé thong CNTT

® Panh gia lai va bd sung cho hé thdng bdo mat hién tai:
» Tw danh gia hoac md&i cac bén th&r 3 danh gia kha nang bao mat caa hé
thdng hién tai

> Tw duy mé&i: bdo mat / an toan cho ca tién trinh thay vi chi dau tw vao thiét
bi / giai phap cbng nghé

> Lwu y cac xu hwéng tan cong hién nay dé tb6 chirc bao vé phu hop:
+ xu hwédng tan cdng bang cac ma ddc méi ma cac phan mém chong virus
chwa nhan dién dwgc: phat hién ma doc dwa trén dac diém nhan dang
(signature) va hanh vi (behaviour);
+ xu hwéng tan cdng bang cach khai thac cac 16 hdng bédo mat: cap nhat
cac ban va 16i, gidi phap canh bao cac 16 hdng bao mat mai cong bd;
+ tan cong APT, tAn cdng qua nguwdi dung cudi va cac thiét bi BYOD, loT,

= céac hé théng bao vé da chiéu
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Pam bao an toan cho cac hé thong CNTT

® Danh gia lai va bd sung cho hé thong bao mat hién tai: (tiép)

> Trién khai hodc thué cac giai phap giam sat bao mat & canh bao thuong
xuyeén, lién tuc cac théng tin vé an toan dé wng pho nhanh v&i cac dau hiéu
cua s cO

> Trién khai cac hé théng thu thap / phan tich va quan ly cac log

> S dung cac thiét bi trong whitelist va giam sat chat ché viéc dau ndi cac
thiét bi ma&i vao hé thong, ké cac cac thiét bi di dong

> Co giai phap bao vé di¥ liéu chdng ro ri/trdm cap di liéu DLP

> Danh gia & hop chuan cac thiét bj bdo mat dang st dung, cac thiét bj dw
kién s& dau tw mai khi cé quy dinh trién khai cia CQNN.

> S dung hé thdng mail ma hoa va xac thuc, khuyén nghi dung PGP — mién
phi hodc chi¥ ky s6 dé xac nhan nguwdi g&i va bao vé ndi dung, han ché
nhan cac thu khong rd nguén gbc cé kém ma doc
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Pam bao an toan cho cac hé thong CNTT

® Phdi hop v&i cac td chire bén ngoai dé nang cao nang lwc va sw
ho tro:

> Phdi hop véi VNCERT khi c6 sw ¢b va dé nhan sw hé tro, diéu phdi khi gap
sw cd I&n ma khéng tw gidi quyét dwoc

> Tham gia mang lwdi diéu phdi (rng ctvu sw ¢b qudc gia nhw 1a thanh vién tw
nguyén

> Tham gia cac hoat ddng chuy@n mon vé ATTT: cac dién tap ATTT qudc té,
qudc gia, cac dién dan chuyén mon, ...

> Tham gia cac hdi nghé nghiép vé ATTT va trao ddi, chia sé théng tin vé an
toan, nhat la théng tin cac sy cb dé co bién phap va chu déng phong tranh

> Hop tac véi cac don vi chuy@n vé an toan théng tin bén ngoai dé thyc hién
cac chirc nang vé ATTT ma cbng ty chwa ty thuwe hién duoc: giam sat an
toan, phan tich cac tap tin dang ngd&, dao tao ndi bd
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Gi&i thiéu VNCERT

© Trung tdm Ung clru Khan cap May tinh Viét nam — VNCERT
(VietNam Computer Emergency Response Team) dwgc thanh lap
theo Quyét dinh sd 339/2005/QP-TTg cla Tha twéng chinh phu
ngay 20 thang 12 nam 2005.

© Quyét dinh 1778/QD-BTTTT cua B trwdng B Thong tin va Truyén
thdng ngay 26 thang 10 nam 2015 quy dinh chc nang, nhiém vu,
quyén han va co cau tb chirc ciia Trung tdm Ung clru khan cap may
tinh Viét Nam.

® Chtrc nang chinh:
- Giam sét an toan théng tin d6i vai hé thong, dich vu cong nghé théng
tin, dac biét la Chinh phu dién tu;
« Canh bao céac van dé vé an toan mang;
- Diéu phdi cac hoat ddng trng ctru sy co;
» Thuc day hinh thanh cac to chirc CERT trong nwéc va la dau moi hop
tac voi cac t6 chire CERT nwdc ngoai.
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Gi&i thiéu VNCERT

Cac hoat déng chinh cua VNCERT trong th&i gian qua:

© ®© ®© ®© ®© © ©

O]

Xay dwng van ban QPPL vé an toan théng tin (ATTT)

Cénh bao tan céng va sw c6 an toan mang

Piéu phdi irng ctru — x&r ly sw cd an toan mang

Giam sat an toan mang

Pau mdi mang rng ctru sw cd (CSIRT) qudc gia

Thuc day va hd tro thanh [ap cac nhém &ng cru cac tinh, dia phwong
CERT Viét Nam, Iz‘arr] vié,c va hop cac voi cac td chirc CERT cla cac
nwoéc va hop tac quoc té trong linh viee an toan thong tin

Kiém tra, danh gia an toan mang va hé théng théng tin
Quaén ly, phong va chdng tin nhan rac
Xay dwng cac tiéu chuan kj thuat vé an toan théng tin
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Cim

Nguyén Hiru Nguyén

Phu trach Chi nhanh TP. HCM — VNCERT

B6 Théng tin va Truyén théng

Email: nhnguyen@mic.gov.vn /
nhnguyen@vncert.vn



mailto:nhnguyen@mic.gov.vn

