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TONG QUAN

Trudce khi Luat ATTT mang ra doi:
- Luéat Giao dich dién tr (2005);

- Luat Cong ngh¢ thong tin (2006);
- Luat Vién thong (2009);

- Nghi dinh 26/2007/ND-CP ngay 15/02/2007 cua Chinh phu
quy dlnh chi tiét thi hanh mét so diéu cia Luat Giao dich dlen
tu.

- Nghi dinh s6 72/2013/ND-CP ngay 15/7/2013 ctaa Chinh phu
quy dinh vé Quan ly, cung cap, st dung dich vu Internet va
thong tin trén mang.

Ngay 19/11/2015, trong phién hop toan thé tai Ky hop thir 10
ciia Quoc hoi khoa X111l Luat ATTT mang da duoc théng qua
véi 85,83% sb daij biéu tan thanh.
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1. Quan diém chi dao

||+ Thé ché hoa chu truong, deO’ng 101 chinh sach cua Dang,
Nha nudc vé ATTT, dap ung yéu cau phéat trién bén viing
KT-XH, bao vé thong tin va hé thong thong tin.

» Pap tmg yéu cau doi méi vé co ché, chinh sach trong
hoat dong ATTT.

> Bao dam ATTT theo hudng hién dai, dong bo va o6n dinh
lau dai.
. Tlep thu co chon loc kinh nghiém cua cac nudc €O hé

thong phap luat vé ATTT phat trién va van dung véi diéu
kién KT-XH ¢ Viét Nam.

- Bao dam qudc phong, an ninh, cha quyén va loi ich quoc
gia.
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2. Muc tieu ban hanh Luat ATTT mang

> Hoan thién co s& phap Iy 6n dinh vé ATTT theo hudng ap dung
cac quy dinh phap luat mot cach dong bo, kha thi trong thuc tién
thi hanh.

* Phat huy cac nguén luc cta dat nude dé bao dam ATTT, phat trién
linh vuc ATTT dap Gmg Yéu cau phat trién KT-XH, qubc phong,
an ninh, gop phan nang cao chat luong cudc song cua nhan dan va
bao dam qudc phong, an ninh).

» Bao vé quyén va loi ich hop phap cua to chitc, ca nhan tham gia
hoat dong ATTT.

- Pay manh cong tac giam sat, phong, chong nguy co mat ATTT,
dam bao hiéu qua cong tac thuc thi quan ly nha nudc trong Ilinh
vuc nay; Mo rong hop tac quoc té vé ATTT trén co s ton trong
doc lap, chi quyén, binh dang, cing co loi, phi hop véi phap luat
Viét Nam va diéu udc quoc té ma Viet Nam tham gia ky két.



3. Tong quan vé Luat ATTT mang

| Luat ATTT mang tap trung vao cac noi dung
' nham dam bao ba thuéc tinh caa thong tin:
* Tinh nguyén ven.

* Tinh kha dung.

* Tinh bao mat.



3. Tong quan vé Luat ATTT mang

Luat ATTT mang gom 08 Chuong va 54 Piéu quy dinh vé
hoat dong AT TT mang, gom:

* Chuong I. Nhirng quy dinh chung

huong Il. Bao dam ATTT mang
* Chuong Ill. Mat ma dan su

huong V. Tiéu chuan, quy chuan k¥ thuat ATTT mang
huong V. Kinh doanh trong linh vuc ATTT mang

huong VI. Phéat trién nguon nhan luc ATTT mang

Q Q Q Q QO O

huong VII. Quan Iy nha nudc vé ATTT mang
» Chuong VIII. Biéu khoan thi hanh
Luat ATTT mang c0 hi¢u lyc tir ngay 01 thang 7 nam 2016




Chuwong 1. Nhirng quy dinh chung
Chuong ndy gom 8 diéu, bao gom:

. Pham vi diéu chinh

. Doi tuong &p dung

. Giai thich tir ngiv

. Nguyén tic bao dam ATTT

. Chinh sach ctia Nha nudc vé ATTT mang
. Hop tac quoc té vé ATTT mang

. C4c hanh vi bi nghiém cam

cO N O O B~ W D -

. Xt Iy vi pham phap luat vé ATTT mang



Chuwong 1. Nhirng quy dinh chung

* Pham Vi diéu chinh (Piéu 1)

Luat nay quy dinh vé hoat dong ATTT mang, quyen
trach nhiém cua co quan, to chirc, ca nhan trong vi€c
bao dam ATTT mang; mat ma dan su; tiéu chuan, quy
chuan ky thuat veé ATTT mang; Kinh doanh trong Iinh
vuc ATTT mang; phat trién ngudn nhan luc ATTT mang,
quan ly nha nuéc vé ATTT mang.

* Khai niém vé an toan thong tin mang (Piéu 3)

ATTT mang la su bao vé thong tin, hé thong thong tin
trén mang tranh bi truy nhép, str dung, tiét 19, gian doan,
stra d6i hodc pha hoai trai phep nham bao dam tinh
nguyén ven, tinh bdao mat va tinh kha dung cua thong
tin.

9



Chuong I1. Bao dam AT T T mang

» Chuong nay gom cO 04 muc va 21 Diéu:
1. Bao v¢ thong tin mang

2. Bao vé thong tin ca nhan

3. Bao vé hé thong thong tin

4. Ngan chan xung dot thong tin trén mang
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Chuong I1. Bao dam AT T T mang

Muc 1. Bdo vé thong tin mang
- Phan loai thong tin
- Quan ly gtri thong tin

- Phong ngura, phat hién, ngén chdn va xur ly phan
mém doc hai

- Bao dam an toan tai nguyén vién théng
- Ung ctu sy co ATTT mang
- Ung ctru khan cap bao dam ATTT mang quoc gia

- Trach nhiém ctia co quan, to chirc, ca nhan
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Chuong I1. Bao dam AT T T mang
Muc 1. Bdo vé thong tin mang
* Phan logi thong tin (Piéu 9):

- Co quan, to chirc s¢ hitu thong tin phan loai thong
tin theo thuoc tinh bi mar dé co bién phap bao vé
phu hop.

- Thong tin thuoc pham vi bi mat nha nuéc duoc
phan loai va bao vé theo quy dinh cua phap luat vé
bao vé bi mat nha nudc.
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Chuong I1. Bao dam AT T T mang
Muc 1. Bido vé thong tin mang
* Ung cieu sw co ATTT mang (Diéu 13)

- La hoat dong nham xir Iy, khac phuc sy c0 gay mat ATTT
mang.

Nguyén tdc:

- Kip thoi, nhanh chong, chinh xéc, ddng bo, hiéu qua.

- Tuan thu quy dinh cua phap luat vé diéu phdi tmg clru sy
co ATTT mang.

- CO su ph01 hop giita co quan, t6 chtre, doanh nghiép trong
nude vVa nude ngoai.

Bo TTTT c6 trach nhiém diéu phoi ung Cuu sy co ATTTM
trén toan qudc, quy dinh viéc diéu phdi tmg ctru su co nay



Chuong I1. Bao dam AT T T mang

Muc 1. Bao vé thong tin mang
Ung cau khan cap bao dam
ATTTM quéc gia (Piéu 14)

- La hoat dong ung cuu su co
trong tinh huong tham hoa hodc
theo yéu cau cua CQNN co tham
quyén bao dam ATTTM quéc gia.

Nguyén tic:

- T6 chirc thyuc hién theo phan cap

- Thuc hién tai cho nhanh chong,
nghiém ngit, phoi hop chit ché.

- Ap dung cac bién phap k¥ thuat,
bao dam hiéu qua, kha thi.

H¢ thong phuong an ung cuu
khan cap bao dam ATTTM quoc
gia, bao gom:

- Phuong an ung ciru khan cap
bao dam ATTTM quoc gia.

- Phuong 4n ung cuu khan cép
bao dam ATTTM cua CQNN, t6
chirc chinh tri, to chac chinh tri -
Xa hoi.

- Phuong 4n tng cuu khan céap
bao dam ATTT mang cua dia
phuong.

- Phuong 4n tng ctu khan céap
bao dam ATTT mang cua DN
vién thong.
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Chuong I1. Bao dam AT T T mang

Muc 2. Bao vé thong tin ca nhan:

- Nguyén tac bao vé thong tin ca nhan trén mang.
- Cap nhat, stra d6i va hay bo thong tin ca nhan.

- Bdo dam ATTT ca nhan trén mang.

- Trach nhiém ctia co quan quan ly nha nudc trong
bao vé thong tin ca nhan trén mang.
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Chuong I1. Bao dam AT T T mang

Muc 2. Bao vé thong tin ca nhan:

Nguyén tic bao vé thong tin ca nhan trén mang (Piéu 16), gom 05
nguyén zic:

- Ca nhan tu bao vé thong tin ca nhan cta minh va tuan thu quy
dinh ctia phap luat vé cung cap thdng tin ca nhan khi str dung dich
vu trén mang.

- Co quan, to chirc, c& nhan xir ly théng tin c& nhan c6 trach nhiém
bao dam ATTT mang d6i véi thong tin do minh xt ly

- T6 chirc, ca nhan xt ly thong tin c& nhan phai xay dung va cong
bd cbng khai bién phap xt Iy, bao vé thong tin ca nhan cua to
churc, ca nhan minh.

- Viéc bao vé thong tin ca nhan thuc hién theo quy dinh cua Luat
nay va cac quy dinh co lién quan; ...
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Chuong I1. Bao dam AT T T mang

Muc 2. Bao vé thong tin ca nhan

* Bdo dam ATTT cé nhan trén mang (Piéu 19)

- T6 chire, c& nhan xt |y thong tin c& nhan phai ap
dung bién phap quan ly, k¥ thuat phu hop dé bao vé
thong tin ca nhan do minh thu thap, luvu trir; tuan tha
cac tiéu chuan, quy chuan ky thuat vé bao dam ATTT
trén mang.

- Khi xay ra hodc co nguy co xay ra su co ATTTM, t6
chirc, ca nhan xu ly thong tin ca nhan can ap dung
bién phap khac phuc, ngan chan trong thoi gian som
nhat.
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Chuong I1. Bao dam AT T T mang

Muc 2. Bao vé thong tin ca nhan

* Trach nhiém cua co quan quan ly nha nuwoc trong
bao vé thong tin ca nhan trén mang (Piéu 20)

- Thiét lap kénh théng tin truc tuyén dé tiép nhin
ki€én nghi, phan anh caa t6 chirc ca nhan lién quan
dén bao dam ATTT ca nhan trén mang.

- Pinh ky hang nam t6 chtc thanh tra, kiém tra doi
vo1 to chire, ca nhan xtr ly thong tin ca nhan; t6 chirc
thanh tra, kiém tra dot xuat trong truong hop can
thiét.
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Chwong I1I. Bao dam AT T T mang

Muc 3. Bio vé hé thong thong tin

- Phan loai Cap d6 an toan hé thong thong tin.
- Nhiém vu bao vé hé thong thong tin.

- Bién phap bao vé hé thong thong tin.

- Giam sat an toan hé thong thong tin.

- Trach nhiém cuta cha quan hé thong théng tin.

- Hé thong thdng tin quan trong quéc gia.

- Trach nhiém bao dam ATTT mang cho hé thong
thong tin quan trong quodc gia.
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Chuong I1. Bao dam AT T T mang

Muc 3. Bao vé hé thong thong tin
* Phan logi hé thong théng tin (Piéu 21)

Cap dd 1
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Chuong I1. Bao dam AT T T mang

Muc 3. Bao vé hé thong thong tin

Nhiém vu bao vé hé théng thong tin (Diéu 22)

- X&c dinh cap d6 an toan thdng tin cua hé thong théng tin
- Panh gia va quan 1y rai ro an toan hé thong thong tin

- Don doc, giam sat, kiém tra cdng tic bdo vé hé thong
thong tin

- T6 churc trién khai cac bién phap bao vé hé thong thong
tin
- Thuc hién ché do bao céo theo quy dinh

- T chitc tuyén truyén, ndng cao nhan thirc vé an toan
thong tin trén mang
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Chuong I1. Bao dam AT T T mang

Muc 3. Bao vé hé thong thong tin
* Giam sat an toan hé thong thong tin (Diéu 24)

- Lya chon d6i tugng giam sat, thu thap, phan tich
trang thal thong tin ctia doi tuwong giam sat nham Xac
dmh nhitng nhan t6 anh hudng den an toan hé thong
thong tin.

- B4o cao, canh bao hanh vi xam pham ATTT mang
hoac hanh Vi ¢O kha nang gay ra sy co ATTT trén
mang d6i v6i hé thong thong tin.

- Tién hanh phéan tich yéu t6 then chot anh hudng toi
trang thai ATTT mang.

- Pé xuat thay doi bién phap k¥ thuat.
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Chuong I1. Bao dam AT T T mang

Muc 3. Bao vé hé th(mg
thong tin quan trong quoc
gia (Piéu 26)

HTTT guan trong quéc gia
la hé thong thong tin ma khi
bi pha hoai s& lam ton hai
dac bi€t nghiem trong tdi
quoc phong, an ninh qubc

gla

Cuc ATTT dang tién hanh
Xay du:ng du thao Quyet
dinh cua TTg Chinh phu vé
Danh muc Hg¢ thong thong
tin quan trong qudc gia.

Viéc xay dung Danh muc hé
thong théng tin phai tién hanh
cac hoat dong nhu:

 Thanh lap Hoi dong tham
dinh danh muc HTTT quan
trong quoc gia.

e Can cir vao cac ndi dung
duoc quy dinh tai Nghi dinh
bao v€ hé thong théng tin
theo cap do ATTT

23



Chuong I1. Bao dam AT T T mang

Muc 4. Ngan chan xung dot thong tin trén mang

- Trach nhiém cua té chire, c& nhan trong viéc ngan
chan xung dot thong tin trén mang.

- Ngan chan hoat dong st dung mang dé khung bo.
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Chuong II1. Mat ma dan su

- San pham mat ma dan su 1a cac tai liéu, trang thiét
bi k¥ thuat va nghiép vu mat ma dé bao vé thong
tin khong thudc pham vi bi mat nha nudec.

» Chuong ndy gom 7 Diéu véi cac nodi dung lién
quan dén: dich vu mat ma dan sy gom cac dich vu
bao vé thong tin sir dung san pham mat mi dan suy;
kiém dinh, danh gia san pham mat mi dan su, tu
van bao mat, ATTT mang su dung san phém mat
ma dan su.
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|
Chuong 1V. Tiéu chuan, quy chuan k¥ thuit
- GOom c0 tiéu chuan quéc té, khu vuc, nude ngoai,
quoc gia, tiéu chuan co so doi véi hé thong thong
tin, phan ctng, phan mém, hé thong quan Iy, van
hanh ATTT mang dugc cong bod, thira nhan ap
dung ta1 VN.

» Quy chuan k¥ thuat ATTT mang gdm quy chuan k§
thuat quoc gia va quy chuan k¥ thuét dia phuong
d6i v6i hé thong thong tin, phan ctng, phan mém,
hé thong quan ly, van hanh ATTT mang dugc xay
dung, ban hanh va ap dung tai VN
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Chwong V. Kinh doanh trong linh virc ATTT mang

Bao gom 02 muc va 09 Piéu vdi cac nodi dung:

* Muc 1. Cap Giay phép kinh doanh sdn phdm, dich vu
ATTT mang:

- Kinh doanh trong linh vuc ATTTM

- SP, DV trong linh vuc ATTTM

- biéu kién cap Giay phép kinh doanh SP, DV ATTTM

- H6 so dé nghi cap Giay phép kinh doanh SP, DV ATTTM

- Tham dinh ho so va cap Giay phép kinh doanh SP, DV
ATTTM

- Stra d6i, bo sung, gia han, tam dinh chi, thu hoi va cap lai
Giay phép kinh doanh SP, DV ATTTM

- Trach nhiém cua doanh nghiép kinh doanh SP, DV ATTM
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Chwong V. Kinh doanh trong linh virc ATTT mang

Kinh doanh trong linh vuc ATTT mang la nganh,
nghé kinh doanh c6 diéu kién. Kinh doanh trong
linh vuc ATTT mang gom kinh doanh san pham
ATTT mang va kinh doanh dich vu ATTT

Bao gom:

- 09 loa1 dich vu ATTT mang

- 04 loai san pham ATTT mang
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Chwong V. Kinh doanh trong linh virc ATTT mang
Dich vu ATTT mang:

- Dich vu kiém tra, danh gia ATTT mang

- Dich vu bao mat thong tin khong stir dung mat ma dan su
- Dich vu mat ma dan su

- Dich vu ching thuc chir Ky dién tir

- Dich vu tu van ATTT trén mang

- Dich vu giam sat ATTT trén mang

- Dich vu trng ctru su COATTT mang

- Dich vu khoi phuc dir liéu

- Dich vu phong ngtra, chong tan cdng mang

- Dich vu ATTT mang khac
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Chwong V. Kinh doanh trong linh virc ATTT mang

San pham ATTT mang:

- San pham mat ma dan su

- San pham kiém tra, danh gid ATTT mang
- San pham giam sat ATTT mang

- San pham chong tan cong, Xam nhap

- San pham ATTT mang khac
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Chuong VI. Phat trién nguon nhan lyc ATTT mang

Luat ATTT mang d3 quy dinh vé phét trién nguon nhan luc
ATTT mang tai Viet Nam

- Thuc day viéc phat trién nguon nhan luc can bo quan ly, ky
thuat vé ATTT tai cac don vi thong qua cac hoat dong nhu dao

tao, boi du’O’ng, tao diéu kién cong viéc ciing nhu khuyén khich
hnh vuc nay.

- Bén canh d6, quy dinh vé viéc Cong nhén van bang, chirng chi
vé ATTT mang do t6 chirc nudc ngoai cap, cu thé:

* Bo GD&DT ph01 hop Bo TTTT, Bo nganh co lien quan
cOng nhan van bang gi40 duc dai hoc vé ATTT mang do to
chirc nudc ngoal cap.

* Bo Lao dong Thuong binh&Xa hoi phoi hop BO TTTT,
Bo, nganh cé lién quan cong nhan van bang, chimg chi
glao duc nghé nghiép vé ATTT mang do t6 chic nudc
Ngoai cap.
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Chuong VII. Quan Iy nha nuéce vé ATTT mang
Gom c6 02 Piéu, c6 11 ndi dung:

- Xay dung chién lugc, quy hoach va chinh sach trong linh vuc
ATTT mang; xay dung, chi dao thuc hién chuong trinh quoc gia
vé ATTT mang.

- Ban hanh va to chirc thye hién VBQPPL Ve ATTT mang, cong
bo tiéu chuan quoéc gia, ban hanh quy chuan k¥ thuat vé ATTT
mang.

- Quan ly cong tac danh gia, cong bo hop chuan, hop quy vé
AT TT mang.

- Tuyén truyén, pho bién phap luat vé ATTT mang.
- Quan Iy hoat dong kinh doanh san pham, dich vu ATTT mang;
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4, Tac dong tich cwe cua Luat ATTT mang

Trudce khi Luat ATTT mang ra doi:

e Céc quy dinh vé ATTT van cOn rai rac

& cac van ban phap luat ¢ cac pham vi
va mac do khac nhau; chua day du,
bao quét, con gay chong chéo, kho ap
dung trong linh vuc quan Iy diéu hanh.

Con nhiing khoang trong, khi xay ra
su ¢b thi van thiéu cac quy dinh phdi
hop thuc thi tong thé.

C4c van ban vé xtr phat vi pham hanh
chinh van theo céch tiép can nho 1¢, ap
dung va&i tirng loai riéng biét va cling
méi chi gidi han & mot s6 loai nén
mirc d¢ tac dong con hep.

Lugt ATTT mang coé
thé xem |4 vin bdn
tong hop va bao quét
nhdt cac ngi dung co
lien quan dén ATTT
nham tranh  dwoc
nhitng han ché. Ludt
di dwa ra cac ché tai
manh hon nham han
ché cac hanh vi gay
mat ATTT.
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Luat ATTT mang da dua ra quy
dinh vé kinh doanh trong linh
vuc ATTT mang:

« Cac dich vu ATTT mang

nhu: dich vu kiém tra, danh
gia ATTT mang, dich vu
chirng thuc chir ky dién tir,
dich vu tin cong ATTT
mang.

Cac san pham ATTT mang
nhu san pham kiém tra,
danh gia ATTT mang, san
pham giam sat ATTT mang.

1.4. Tac dong tich cuc cua Luat ATTT mang

Do sy phéat trién nhanh cta
cong ngh¢ va su tang trudng
déng ké trong viec st dung
ung dung dién thoai thong
minh va cac thiét bi dién tir
dan dén viéc ngay cang gia
ting cac 16 hong gay mat
ATTT.

Luat ATTT mang da dwa ra
quy dinh ve viéc bdo vé mang
va he thong thong tin khdl
nhwng nguy co bi tin cong,
dong thoi co thé dap tng nhu
cdau ngay cang cao cua Xa hai.
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